Setting up pfSense: Protecting a Virtual Internal Network
Requirements:

Oracle VirtualBox

pfSense version 2.7.2

A file archiver (in this instance, WINRAR)

An ISO of an operating system (in this instance, Manjaro Xfce)
A router (in this instance, 172.20.10.1/28)

Part 1: Obtaining Requirements
1. To download Oracle VirtualBox, go to https://www.virtualbox.org/wiki/Downloads and

select on the platform (operating system) that you use.
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VirtualBox Platform Packages
VirtualBox 7.1.2 platform packages

/> Windows hosts
macos / Intel hosts
macO0sS / Apple Silicon hosts
[] Linux distributions
__}' Solaris hosts
_}' Solaris 11 IPS hosts

Platform packages are released under the terms of the GPL version 3
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a. Once downloaded, proceed through the setup wizard to complete the installation of

Oracle VirtualBox.

2. To download pfSense version 2.7.2, go to https://atxfiles.netgate.com/mirror/downloads/
and click on pfSense-CE-2.7.2-RELEASE-amd64.iso.gz. You can install this version of pfSense
on the pfSense website, however, you will need to log into an account. The mirror link avoids
this extra step.
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a. Once downloaded, unzip the archive folder through any file archiver software (in this

instance, WinRAR).

3. For this step, an ISO for an operating system needs to be obtained. It does not matter
which operating system since the purpose of it is to be protected by pfSense and access the
Graphical User Interface (GUI) to set up firewall rules. For this instance, Manjaro Xfce, a
distribution of Linux, will be used. If you wish to download Manjaro, go to
https://manjaro.ora/products/download/x86 and click the download button under Xfce.

More

Part 2: Setting up pfSense
1. Open Oracle VirtualBox, and select the New icon. Alternatively, you can locate the
Machine tab in the top left corner of the window, and click New (or Ctrl + n).

TK.

MNew Add Settings

Name: [P

Folder: C:A\ rs\patro\VirtualBox VMs

1SO Image: [Directory of ISO dc:\.'.fnhjad]|

Type: Other

Version: Other/Unknown


https://manjaro.org/products/download/x86

b. Inthe Name field, type in pfSense.

Name: pfSense

c. The folder field is where the virtual machines are stored on your computer. You do not
have to edit this, although if you wish to store the virtual machines elsewhere on your
computer, select the down arrow, select Other, proceed to the directory where you would
store them, and select Select Folder.

d. The ISO Image field is where you locate the ISO file of
pfSense-CE-2.7.2-RELEASE-amd64.iso. Select the down arrow by the ISO Image field,
select Other, proceed to the directory where it is located, and select Open. The ISO file
should now be presented in the field.

1SO Image: <not selected=
<not selected =

".! Other...

. pfSense-CE-2.7.2-RELEASE-amd64 12/6/2023 4:11 PM Disc Image File

. | pfSense-CE-2.7.2-RELEASE-amd64 ~ | 15O Images(*.iso *

| Open | | Cancel |

150 Image: . ChUsers\patro\Downloads\pfSense-CE-2.7.2-RELEASE-amdE4.iso

e. Under the type field, select BSD.
" Microsoft Windows
Linux
Solaris
BSD
IBM 05/2
Mac OS5 X

Other

f. Under the version field, select FreeBSD (64 bit).
FreeBSD (32-bit)

FreeBSD (64-bit)




g. Other tabs, such as Unattended Install, Hardware, and Hard Disk do not have to be
edited. The software we are installing on the virtual machine does need a lot of space or
power, so the default settings will work.

h. Select finish, and now pfSense should appear in the options for Virtual Machines.

l l: Tools

LEJ, CSE-LABVM
@ Powered Off
=

x64
(]

2. While pfSense is highlighted on the left (if it is not, select the general area in between
the text and tab icon), select the Settings icon.

»4 o .

New Add Settings

a. A screen will display various options for the virtual machine. Select the Network section.

b. Under the Adapter 1 tab, ensure that the check box has a mark for Enable Network
Adapter.

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v Enable Network Adapter

c. Under the Adapter 2 tab, check the box for Enable Network Adapter, and under the
Attached to section, select Internal Network.

Network

Adapter 1 Adapter 2 Adapter 3 Adapter 4

v Enable Network Adapter

Attached to: Internal Network
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Repeat step c under the Adapter 3 tab.
Select OK.
To boot up the virtual machine, select the Start icon.

g & &S

New Add Settings Start

The virtual machine will boot up pfSense, and it will proceed to load on its own for a
couple of moments. Once the screen below appears, we will start the setup by pressing
Enter to Accept.

pfSense Installer

{Copyright and distribution noticet
Copyright and Trademark Hotices.

Copyright 2884-2816. Electric Sheep Fencing, LLC ("ESF™).
All Rights Reserved.

Copyright 2814-2823. Rubicon Communications, LLC d/b/a Hetgate
("Hetgate™).
All Rights Reserved.

All logos, text, and content of ES5F and/or Hetgate, including underlying
HTHML code, designs, and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express written permission of ES5F and/for Hetgate.

"pfSense”™ is a registered trademark of ESF. exclusively licensed to
Hetgate, and may not be used without the prior express written

permission of E5F and/or Hetgate. All other trademarks shown herein are
26%—

[Accept]

On the next screen, press Enter to Install.

Install Install pfSense

On the next screen, press Enter to select Auto (2FS).

Auto (Z2F5) uided Root-on-ZF5

On the next screen, press Enter to Install.

=»» Install Proceed with Installation

On the next screen, press Enter to select Stripe.

S5tripe - Mo Redundancy

On the next screen, you will need to place a character to represent the 2FS
Configuration. Press Space and *, an asterisk, should fill in the blank field. Press Enter
to select OK.

ZF5 Configuration

[m] BOX HARDD 15K

¢ Back >




On the next screen, use your arrow key to highlight YES and press Enter.

< YES > CHO > ]

————————— [Press arrows, TAB or EHTER]

The setup will extract distribution files, and once that is completed, it will ask you if you

want to Reboot or access the Shell. Use the arrow key to select Shell, and press Enter.
|Complete|
Installation of pfSense complete!

Hould you like to reboot into the
installed system now?

['eboot] [Shell 1

Once you enter the shell, type halt. It will halt the operating system, and it will ask you to
reboot.
hen finished, type ‘exit’' to reboot.

it halt
Jct 8 18:48:43 halt[1588]1: halted by root
Oct 8 18:48:43 syslogd: exiting on signal 15
aiting (max 6B seconds) for system process “vnlru' to stop... done
aiting (max 68 seconds) for system process “syncer' to stop...
Syncing disks, wvnodes remaining... 8 @ 8 B A done
H11 buffers synced.
ptime: 9md8s
hubl: detached
hubH: detached

he operating system has halted.
Please press any key to reboot.

Once this screen appears, you can select the X icon on the top right corner of the
window, select Power off the machine, and select OK.

Now, we will be deleting the optical drive to bypass the setup process of pfSense. While
pfSense is highlighted on the left, select the Settings icon.

Select the Storage tab on the left side of the window, and select the ISO file at the
bottom of the Storage Devices section. Under the Attributes section, select the disk
icon, and select Remove Disk from Virtual Drive. Select OK.




Storage

Devices

@ Controller: IDE

pfSense.vdi

o pfSense-CE-2.7.2-RELEASE-a...

Attributes
Optical Drive: IDE Secondary Device 0 - Q
Live CD/DVD B Choose/Create a Virtual Optical Disk...
Information B Choose a Disk File...
Type: Image pfSense-CE-2.7.2-RELEASE-amdé4.iso
Size: 834.15MB manjaro-xfce-24.1.0-241001-linux610.is0
Location: C:\Users\patro\Downloads\pfSen: pfSense-CE-2.7.2-RELEASE-amdb4.iso

Attached to: - ‘ Remove Disk From Virtual Drive

m. Boot up pfSense with the Start icon. Let it boot until presented with this screen:

Starting CRON... done.
pfSense 2.7.2-RELEASE amdb4 28231286-2818
Bootup complete

reeB5D/amd64d (pfSense.home.arpa) (ttyvB)
irtualBox Virtual Machine - Hetgate Device ID: 98dfcH9568981aH8ffc9
#* Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense =x=x

HAN (wan) -> end -> v4/DHCP4: 18.8.2.15/24
vb/DHCP6: fdBB::aBB:27ff:feb7:2dfd/64d
LAN (lan) -> enl > wd: 192 .168.1.1/24

Logout (55H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pfSense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

nter an option:

2. We are going to edit the LAN interface. Press 2 to select Set interface IP address, then
press Enter.

Logout (S55H only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure 5S5hell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPH

Shell

nter an option: 2




a. Press 2 to select the LAN interface, then press Enter.

Available interfaces:

1 - HAH (emB - dhcp. dhcpb)

Z?2 — LAH (eml - static)
3 — DHZ (em2)

Enter the number of the interface you wish to confiqure: 2

b. pfSense will ask you if you would like to configure the IPv4 address LAN interface with
DHCP. Since we are setting up a static IP address and do not have a DHCP server,
press n for No, then press Enter.

Configure IPv4 address LHH interface via DHCP? (y/n) n

c. It will then ask you to enter an IPv4 address for the LAN interface. It is important that you
do not use an IP address that is already in use on the network you are currently on. For
this instance, we will set up the LAN interface with the IPv4 address with 192.168.168.1.
Press Enter.

Enter the new LAH IPv4 address. Press <EHTER> for none:
> 192 . 168.168.1
d. For the subnet bit count, type 24, then press Enter.

Subnet masks are entered as bit counts (as in CIDE notation) in pfSense.
p.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 g

nter the new LAN IPv4 subnet bit count (1 to 32):
4

e. It will ask for an upstream gateway address for the WAN. Since we are just using a LAN,
we can press Enter for none.

For a HHH, enter the new LAN IPv4 upstream gateway address.
For a LHH, press <ENTER> for none:
>

f. pfSense will ask you if you would like to configure the IPv6 address LAN interface with
DHCP. Press n, then press Enter.

onfigure IPv6 address LHH interface via DHCPG67? (y/n) n
g. Press Enter for no IPv6 LAN interface.

Enter the new LAH IPv6 address. Press {EMTER> for none:
>

h. Press y to enable the DHCP server on the LAN.

Do you want to enable the DHCP server on LAH? (y/n) yji|
i. Forthe start address range, type 192.168.168.100, then press Enter.
|
j. For the end address, type 192.168.168.199, then press Enter.
Enter the end address of the IPv4 client address range: 197.168.168 .199)§]
k. Forreverting to HTTP, press n and then Enter.
Do you want to revert to HTTP as the webConfiqurator protocol? (y/n) n



You should now be able to access the webConfigurator by using https://192.168.168.1/.

The IPv4 LAM address has been set to 192.168.168.1/24
You can now access the webConfigurator by opening the following URL in your web

browser :

https://192.168.168.1/

Part 3: Initial Setup of Manjaro
1. Click the New icon in VirtualBox.
a. Inthe name field, type in Manjaro.

Name: Manjaro

b. You do not have to edit the folder field, although you can store the virtual machine
elsewhere on the computer.

c. Locate the ISO file of manjaro-xfce-24.1.0-241001-linux610 in the ISO file section. Under
the type section, select Linux.

150 Image: CA\Users\patro\Downloads\manjaro-xfce-24.1.0-241001-linux610.iso

Type: Linux

d. In the version field, select ArchLinux.

ArchLinux

e. Expand the Hardware section, and edit the base memory to 2048 MB by typing it in the
field on the right. Select Finish.

v Hardware
Base Memory: 2048 MB
4 MB 14336 MB
Processors:
1CPU

Enable EFI (special OSes only)

> Hard Disk

f.  While Manjaro is highlighted on the left, select the Settings icon.

g. Select the Network tab, and under Adapter 1 section, change the field of Attached to: to
Internal network. Select OK.

2. Boot up Manjaro by selecting the Start icon.

a. On the boot screen, press Enter to select Boot with open source drivers.



System time 16:45 UTC

tz=UTC
keytable=us

lang=en_US

Boot with proprietary drivers
Edit boot options
Help

Memory Test
35 remaining.

The operating system will boot on its own, and then the GUI will be presented shortly
after.

File System

Home

n -

Install Man.., III

manjaro

Part 4: Initial Setup of pfSense GUI
1. In the bottom left corner is the Applications icon. Select the icon, then select Web
Browser from the list. Notice how the privacy notice tab does not load in.



® :
am Manjaro y & t &

s_ | Terminal Emulator v Favorites
Use the command line
&= File Manager
=4 Browse the fil
Web Browser
Browse theguesh
[VEHETE: Browse the web
Read your eMa

Internet

#J Multimedia

B Office

C @ hitps://www.moxzilla.org/privacy/firefox w @ @ O

il Homepage [l Forum [Klwiki [§l Manjaro Discover Sof... ‘ @ Mozilla News

@ Firefox automatically sends some data to Mozilla so that we can improve your experience. Choose What I Share X

Hmm. We're having trouble finding that site.

We can't connect to the server at www.mozilla.org.
If you entered the right address, you can:

» Try again later
* Check your network connection
» Check that Firefox has permission to access the web (you might be connected but behind a firewall)

In the search bar, type in the address for the router that was configured in pfSense,
192.168.168.1, then press Enter.
O G4 hitps//192.168.168.1

Firefox is going to detect this as a potentially unsafe website since it is not an official
certificate. Select Advanced then Accept the Risk and Continue to proceed.



Go Back (Recommended) Advanced...

192.168.168.1 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA_PKIX_ERROR_SELF SIGMED_CERT

View Certificate

Go Back (Recommended) Accept the Risk and Continue

c. On the sign in page, type in admin for the username and pfsense for the password.
Select SIGN IN.

SIGN IN

SIGN IN

2. You will now be presented with the setup wizard. For the first two pages, Select Next.

a. On the step 2 page, set the Primary DNS server field to your home router. The home
router is going to be emulated as a DNS server. In this instance, 172.20.10.1 with a
subnet mask of 255.255.255.240 (/28) will be used. Select Next at the bottom of the

page.
Primary DNS Server 172.20.10.7|

Secondary DNS
Server

Override DNS
Allow DNS servers 1o be overridden by DHCP/PPP on WAN

b. On the step 3 page, set the Timezone field to your preferred time zone (in this
instance, US/Eastern), then select Next.



Time Server Information

Please enter the time, date and time zone.

Time server 2.pfsense.pool.ntp.org

hostname Enter the hostname (FQDN) of the time server.

Timezone US/Eastern v

c. Forsteps 4 and 5, select Next. On the step 6 page, it is recommended to configure a
more secure password. This is because the default username and passwords to routers
can be looked up on the internet, making the current interface vulnerable. For this
instance, the administrator password will be changed to InAJiffy5060!. Type your
password of choice in both the Admin Password and Admin Password AGAIN fields.
Select Next.

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password

Admin Password
AGAIN

d. pfSense will ask you to reload the page to confirm the changes. Select Reload.

Reload configuration

Click 'Reload’ to reload pfSense with new changes.

»» Reload

e. After the page reloads, It will bring you to the last step. Select Check for Updates to
ensure our interface is up-to-date.

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is
one of the most important things you can do to maintain the security of your network.

Check for updates

f.  Wait for the status to load, and it should display Up to date.

[ uk]
—
[ &)

Etatus 010 (]
[
L= = R ol




Part 5: Rebooting Virtual Machines
Typically, you do not want to restart a router as it is vital for devices to communicate inside a
network. However, in this scenario, restarting the devices in order for the DNS server to be
updated is necessary.
1. Once a status is shown (last step in the previous part), reboot Manjaro by selecting the
green Sign out icon in the bottom right corner of your taskbar, and select the Restart
icon.

Log out manjaro

©c & ©

Log Out Restart Shut Down

Switch User
Save session for future logins

Cancel

2. In the pfSense virtual machine, press 6 then Enter to halt the system. Once it asks if you
are sure, press y, then press Enter. It will shut down on its own.

System going down IMHMEDIRTELY

pfSense is now shutting down

et.inet.carp.allow: B -> B

a. Reboot pfSense to ensure it is working.

3. Reboot Manjaro, press Enter on the boot screen, and wait for the GUI to load. Once it is
done loading, select the Applications icon, and select Web Browser under the list. If the DNS
is properly working, the privacy notice tab should now load in.



Sl B Firefox Privacy Notice — v < [

(¢] QO B https://www.mozilla.org/en-US/privacy/firefox [ @ ® &1 =

Rl Homepage [l Forum [l wiki [jll Manjaro Discover Sof... | @ Mozilla News

moz:lla Firefox Browsers Products Who We Are Innovation Get Mozilla VPN

@ Firefox Privacy Notice
*Effective May 13, 2024

Mozilla Privacy At MOZilla, we believe that

Mozilla Websites,

. .
Communications & privacy is fundamental to a
Cookies .
- healthy internet.

ozilla Accounts
Mozilla Subscription That's why we build Firefox, and all our products, to give you greater control over the
Services information you share online and the information you share with us. We strive to

collect only what we need to improve Firefox for everyone.
Firefox Browser

In this Privacy Notice, we explain what data Firefox shares and point you to settings
to share even less. We also adhere to the practices outlined in the Mozilla Privacy
Thunderbird Policy for how we receive, handle and share information we collect from Firefox

Firefox Focus

Part 5: Installing Manjaro Linux
1. On the desktop, open Install Manjaro Linux.

Install the operating system to disk
t Name: Install Manjaro Linux
Type: Desktop entry
n Size: 425 bytes
Last modified: Today at 01:51:02 PM

a. Select Next until you get to the Users section. Fill in the information in the fields as

necessary, and select Use the same password for the administrator account. Select
Next.

What is your name?

o V)
What name do you want to use to log in?

o< v

What is the name of this computer?

) |gcvirtualbox 0

Choose a password to keep your account safe.

Log in automatically without asking for the password.

e —

Use the same password for the administrator account.

b. Under the Office Suite list, select No Office Suite. Select Next.



MNo Office Suite

LibreOffice
FreeOffice

c. Select Install, then Install Now to install Manjaro Linux.

Part 6: Setting up Additional Settings in pfSense
While Manjaro Linux installs in the background, there is some time to configure firewall rules:

1. In the web browser, type in 192.168.168.1 into the search bar. The reboot restarted the
token for the certificate, so you will have to select Advanced then Accept the Risk and
Continue to proceed again.

a. Login into the pfSense interface with admin as the username and the new administrator
password that was configured in the setup wizard. If additional windows popup on the
dashboard, select Accept then Close.

2. On the top of the interface, select Interfaces, then Assignments.

CTETIT OEEE T TUUC EEE YT EER CTTTUYTT T Trmmmooms e | gt

msense System ~ Interfaces ~

COMMUNITY EDITION

Assignments

Status / Dashboa
WAN

System Information [l

a. During the configuration of the pfSense virtual machine, three adapters were enabled.
Two are currently enabled, the LAN and WAN, but the third has not been configured in
the GUI. This third interface will be our demilitarized zone (DMZ). Select Add by em2.

Interfaces / Interface Assignments i @

Interface Assignments  Interface Groups  Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Interface Network port

WAN em0 (08:00:27:67:2d:fd) v

LAN em1 (08:00:27:3ced:F) v
Available network ports: em2 (08:00:27:35:81:52) v

Add selected interface

b. The interface will be created as OPT1. Select the blue text of OPT1, select Enable
Interface, and change the name to DMZ. At the bottom of the page, select Save.



:dSE“SQ System ~ Interfaces ~ Firewall + Services + VPN~ Status  Di

COMMUNITY EDITION

Interfaces / OPT1 (em2)

General Configuration

Enable Enable interface
Description qu
Enter a description (name) for the interface here.

IPv4 Configuration None v
Type

c. pfSense will load back into the interfaces page and a green box will pop up, indicating
that the changes must be applied in order to be taken into effect. Select Apply
Changes.

e firewall rule configuration has been changed. + Apply Changes
1e changes must be applied for them to take effect

Firewall -

Aliases
NAT
Rules
sfull Schedules W re
Traffic Shaper

Virtual IPs

a. The WAN interface firewall rules will be presented by default. Select the LAN tab, then
select the Add button with the up arrow. The rule that is going to be created is going to
be first priority when traffic hits the LAN.

Firewall / Rules/ LAN

Floating WAN LAN DMZ



* * none Default allow LAN IPvé to \T,. f’ N
any rule mx

Add rule to the top of the list

b. For this rule, we want the home network (172.168.1.0) to be blocked on the LAN
interface. In the Action field, select Block.

Action Block "

c. Under the Protocol field, select Any. No traffic should be allowed to go to the home
router.

Protocol Any "

ma I

d. Under the Destination section, select Network, 172.20.10.0 for the destination address,
and /28 as the subnet. At the bottom of the page, select Save, then Apply Changes.

Destination [ Invert match Network v 172.20.10.0 /|28 ~

4. Add another rule selecting the Add button with an up arrow.
a. For this rule, DNS traffic is going to be allowed going to the DNS server, 172.20.10.1.

Under the Action field, select Pass.
i

Action Pass Y

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCF
whereas with block the packet is dropped silently. In either case, the original

b. In the Protocol field, select UDP.

Protocol UDP v

Choose which IP protocol this rule should match.

c. Under the Destination section, select Address or Alias, then type 172.20.10.1 in the
destination address field.

d. For Destination Port Range, select DNS (53) for From and To (it should automatically
fill in the same option for to).

Destination [ Invert match Address or Alias v 172.20.10.1 / v
Destination Port DNS (53) v DNS (53) v
Range From Custom To Custom

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port.



e. At the bottom of the page, select Save, and then Apply Changes.

f.  The firewall rules should be configured at the top of the ruleset. If you did not select the
Add button with the up arrow, you can move the rules that need to be on top by
selecting and dragging with your mouse.

Rules (Drag to Change Order)

@ States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions
v 3/215MiB * * * LAN Address 443 * * Anti-Lockout Rule o
80
O « 19/45KB  IPv4 * * 172.20.10.1 53 * none I 20
UDpP (DNS) Omx
O X 0/0B Pva*  * * 172.20.10.0/24 * * none I 0
om
O v 20/74.54 IPv4 * LAN £ £ 0 = none Default allow LAN to &,y’
MiB subnets any rule Omx
O « 0/0B IPvb * LAN * * * * none Default allow LAN IPv6 &,f'
subnets to any rule Omx

This is the correct order of the firewall rules.

Part 7: Confirm Changes
Once the rules in the previous step have been configured, Manjaro should be done installing.
1. In the installation window, select Finish. Select the green Sign out icon in the bottom
right corner of your taskbar, and select the red Shutdown icon.
a. While Manjaro is highlighted, select the Settings icon.
b. Select the Storage tab, and under the Devices section, and select
manjaro-xfce-24.1.0-241001-linux610.
c. Select the disk icon on the far right, and select Remove Disk From Virtual Drive. This
is to ensure the optical drive won’t boot. Select OK.

Storage

Devices

&= Controller: IDE
© manjarc 24.1.0-241001-li...
o= Controller: SATA

ﬂ Manjaro.vdi

Attributes

Optical Drive: IDE Secondary Device 0 v o,'

Live ¢ P® Choose/Create a Virtual Optical Di

P Choose a Disk File...

Information
: Image manjaro-xfce-24.1.0-241001-linux6)

3.56 GB pfSense-CE-2.7.2-RELEASE-amd64.

Location: C:\Users @ Remove Disk From Virtual Drive




2. Select the Start button for Manjaro. Notice how it skips the initial boot process and
presents you a login screen.
a. Use the username and password created during the Manjaro installation process. Select
Log In.

gc

Log In

3. Once logged in, Select the Applications icon, then select Terminal Emulator icon.

s»_ Terminal Emulator
Use the command line

== | _
= Use the command line

Web Browser
Browse the web
Mail Reader
Read your email

@

a. Inthe command line, type cat /etc/resolv.conf. It should display 172.20.10.1 as the
DNS server.

Generated by NetworkManager
search home.arpa
lameserver 172.20.10.1
b. Ping a website. In this instance, www.youtube.com will be used. Type ping
www.youtube.com in the command line. Responses will come back with 64 bytes of
data. To stop the pings, press Ctrl + C.

PING youtube.com (172.253.63.91) 56(84) bytes of data.
64 bytes from bi-in-f91.1e1@@.net (172.253.63.91): icmp_seq=1 ttl=254 time=476

[~

4 bytes from bi-in-f91.1el1@0@.net (172.253.63.91): icmp_seq=2 ttl=254 time=512

4 bytes from bi-in-f91.1el@@.net (172.253.63.91): icmp_seqg=3 ttl=254 time=108

4 bytes from bi-in-f91.1el1@0@.net (172.253.63.91): icmp_seq=5 ttl=254 time=521

6
ts':-4 bytes from bi-in-f91.1e1@0@.net (172.253.63.91): icmp_seq=4 ttl=254 time=387
;
Z

4 bytes from bi-in-f91.1el@@.net (172.253.63.91): icmp_seg=6 ttl=254 time=55.0



c. Inthe web browser, type 172.20.10.1 in the web browser. Because of the block rule that
we made in the LAN interface for the 172.20.10.0 network, the page will not load.



